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KAK HAXOOUTb CEPBEPHbDLIE AT
BAI'N B NPUNOXEHUAX |
ANDROID

0630p

B npeseHTaumnn/goknage 6yayt paccmotpeHbl nporpammel (IN0O) n metoabl obHapyXeHUsi cepBepHbIX 6aros B
MOBUNbHBIX NPUNOXeHNAX nog ynpasneHnem onepaumoHHon cuctembl ANDROID, a Tak e pasbepem
HEeCKOJS1bKO KencoB ¢ baramu.

Llenu

1. HacTponka okpyxeHusa (nporpamm) Anga nomcka cepsepHbix 6aros nog android
2. Cnocobbl 060MTU SSI-MUHHWHT,

3. HaxoxaoeHne cepBepHbIX BaroB 4yepes npunoXeHme KrnmeHTa.

4. PacckasaTb B npeseHTaunn/goknane o pearnbHbIX Kencax.

5. OTBETUTHL Ha BOMNPOCHI 3pUTENEN.



Cnucok nporpamm m
HaCTpoOMKa

1. Android Studio
(SDK Platform Tools)

( )

2. Java Development Kit
( )




HacTpouka ADB

[ns paboTtbl ¢ komaHaon adb B koHconu, Heobxoanmo 1o06aBUTL
nanky Platform Tools B cMCTEMHYIO NEPEMEHHYIO

MzmeHNTE NepemMeHHy0 cpedbl

Wma komnsloTepa OBopynosaHue - - -
JaT Y Tp——. e — e MepemeHHbIE CPEAEI NONB3CEATENS C:\Program Files (x86)\Common Files\Oracle\Java\javapath Cozgar
C:\Program Files (x86)\InteliCL5S Client',
HeofxomMo MMETE NPaBa aAMWHWCTRATORE ANA M3MEHEHWA GoNBWMHCTES Mepemernan 3naueHne C:\Program Files\Intel\iCLS Client\ (errereroms,
NEPEYMCNEHHBIX NapaMETDOE. .
Chwindowsh\systemn32
BeicTpogsicTeme Chwindows OBzop...
BuayankHele ek Tel, MCNONE3083HWE NPOLECCOPA, ONEPATMEHOH W Chwindows)\System324Whem
o}
BURTYANERoH MamMATY Ci\windows\Systern32\WindowsPowerShellw 1.0\ YaanuTs
MapameTpei... Chwindows!\System 32\ Open55HY
C:\Program Files (x36)\Intel\Intel(R) Management Engine Component...
Mpacinut nonksosaTened C:\Program Files\Intel\Intel(R) Management Engine Componentsi\DAL Beepx
MNapameTpii patouero CTONE, OTHOCAUMECH KO BXOAY B CUCTEMY . C:\Program Files (x86)\Intel\Intel(R) Management Engine Component...
Cozaate... MameruTs... ¥aanute . )
C:\Program Files\Intel\Intel(R) Management Engine ComponentsiIPT Brunz
MNapaveTpb... C:\Program Files\Git\cmd
2 CucTemHbie nepemenHble C\Program Files\Android'Android Studiohlib\sdk-platform-tools
Py3Ka W BOCCTAHOBNEHWE Aepemernas Inauerme Py C\Program Files (x286)\NVIDIA CerporationtPhysX\Commen Wzmennts Texct...
3arpysKa M BOCCTIHOBNEHWE CUCTEMBI, OTNANOYHEA MHPOPMALWA . _ . . C:\Program Files\NVIDIA Corporation\NVIDIA NvDLISR
DriverData CAWindows\Systern32\Drivers\DriverData i
= NUMBER OF PROCESSORS 4 C:\Program Files (x86)\dotneth,
e -7 . C:}ﬂutter:bin
05 Windows_MT .
i . . Ch\Users\user\AppDatatLocalAndroid\Sdk\platform-tools
Path C:\Program Files (x86)\ Common Files\Oracle\Java\javapath; C:\Pro... : . . .
< MNepemMeHHbIE CPEsI... > C\Program Files\Java'jdk-12.0.2\bin
PRITIER ] L) TR A ST B [T 2] S Sy s = o (7 LY
PROCESSOR_ARCHITECTURE  AMDe4
OK Omvena PROCESSOR IDENTIFIER Intel64 Familv 6 Model 158 Pepbina 9. Genuinelntel v Otmena

Cozgate... MzameHnTE... ¥aanuTe




Ycrtpoucteo Ha 0OS Android

3. Imynartop (AVD) / Real Device

(C npaBamu root)

(en) unu (ru)

* pekomeHayemasi MHown Bepcua android ot 7 go 10



Cnucok nporpamm m
HaCTpoOMKa

4. Burp Sulte
( )

5. Charles
( )

* Unun nobon gpyron MHCTPYMEHT 4S5t NpocMOoTpa Tpaduvka



HacTrpouka PROXY

cmd => ipconfig

=]
| | =
=r=|o AnantTep BecnpoBOAHOW NOKanNbHOW CeTW bBecnpoEOgHAaA CeTb:
EEiE 0 DNS-cydduKkc nogknoYeHMAa . o o oo E
NokansHu IPvb-agpec kaHana . . . @ Te88::f9ce:7a3f:31c1l
.« e s e e e e e e e oeo.o 1092 .168.31.232
TE"E¢OH Macka noaceTH . . . . « « « = = = = 255,255 055 @
— OcCHoOBHOW wnW=. . . . . . . . . : 192.168.31.1
ApanTep Ethernet Ethernet:
(USB) DNS-cyddukC NnogknwHeHHA . -
POYTEP WIFI NokaneHold IPvG-agpec kadHana . . . : feB6::1415:742e:bcab
IPv4-anpec. .« . . o+ 192.168.31.288

@ Macka nmoaceTw . . . . . . . . . . : 255.255.255.8
\ e 1 OCHOBHOM wnwz. . . . . . . . . ! 192.168.31.1

[Ona USB: adb reverse tcp:8080 tcp:8080




Hactpouka Proxy Ha pesauce. 5]
adb shell settings put global http _proxy .<port>

C40oc2s WiredSSID
Wi-Fi a : Advanced options

Proxy

Manual

WiredSSID
Connected, no Internat The HTTP proxy is used by the browser
WiredSSID but may not be used by the other apps.

Add network Proxy hostname

Forget network 192.168.31.208

Modify network Proxy port

8080

Tocathost [a52]

CANCEL  SAVE



HacTtpomnka nepexBata Tpadmka

Burp Project

Dashboard Target 1.Proxy Intruder
Intercept HTTP history

@

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browse

Repeater Sequencer

WebSockets history 2 Options

Intruder Repeater Window Logger++ Help

Decoder

Comparer

3. Add Running Interface Invisible Redirect Certificate
Edit 127.0.0.1:8080 Per-host
Remove
Add a new proxy listener
Einding Request handling Certificate TLS Protocols HTTP

Each installatic
of Burp.

Import / ex

©) i
@ Use these setti
Intercept re
Add
Edit
Remove

Up

@ These settings control how Burp binds the proxy listener.

Bind to port:  4.| 2080

Bind to address:

Loopback only

All interfaces

5. ) Specific address:

192.168.31.208
127.0.01
169.254,187.224
169.254.58.146
192.168.172.2
182.168.205.2
192.168.224.2
192.168.31.208

& Charles 4.2.8 - Session 1%

O ] O = ] O O = O =y O O = O

- https:/fhz
- https://pli
.. https:/fac

https: /tw

File Edit View Proxy Tools Window Help

Stop Recording (Session 1) Cirl+R

Start Throttling
Enable Breakpoints

Recording Settings...
Throttle Settings...
Breakpoint Settings...

Reverse Proxies...

Port Forwarding...
Windows Proxy

Proxy Settings...

551 Proxying Settings...

Access Control Settings..,

External Proxy Settings...
Web Interface Settings...

{2 http: /fanatrttwn

42 http: /fsggotswarcrj
=) http: /fnnftdxzm cgny
{) http:/farlpfeag

=) http: /fdozwirysmey
) http:ffhlvfwox

Cirl+T
Crl+ K

Chrl+Shift+T
Ctrl+ Shift+K

Ctrl+5hift+P

Proxes Options Windows

HTTP Proxy

Port: |3080

(] Enable transparent HTTP proxying

S5LProxng | Client Certificates  Root Certificate

[] Use a dynamic port

Charles can show you the plain text contents of S50 requests and responses, Only the locations listed
below will be proxied. Charles will issue and sign S5L certificates, please press the Help button for

maore information.

Enable S5L Proxying

Location

=

Cancel Help




CxaumBaHue ceptudhmkKkaros

Charles http://chls.pro/ssl
Burp http://burp:<port>
[1na cuctemMHbIX cepTudukaToB paclunpenme <random id>

burp suite

i3 ¥4 740

IATalaA i B rmsiiicsy octar
WebView Browser lester 29.0.30/1.122

charles

\ & 7:38

http://chls.pro/ssl . http://burp:8080/ >

i Download Manager

downloadfile.crt
Download complete.

Charles SSL CA

certiﬁcate inSta"ation Welcome to Burp Suite Professional. X PownoadVanager

cacert.der
Download complete.

Your browser should download and offer to
install the Charles SSL CA Certificate in just a

moment.



YcTraHoBKa cepTtucdmkKaTos.

adb push /system/etc/security/cacerts

adb shell chmod 664 /system/etc/security/cacerts/
Settings=>Security=>Install from SD card (doopmar .crt)

— Security

Credential storage

Storage type
Hardware-backed

Name the certificate

Trusted credentials )
Display trusted CA certificates Certificate name:

charles

User credentials

View and modify stored credentials Credential use:

VPN and apps

Install from SD card The package contains:
Install certificates from SD card one CA certificate

B downloadfil... open_gapps...
(Y

Clear credentials CANCEL

Remove all certificates



Mou no3apaBneHmA!

Mbl MEPEXBATbIBAEM TPA®UK C ANDROID MPUNTOXXEHUI

* ECTb HEKOTOpPbIN % NPUNOXEHNN KOTOPbIE HY>XXHO peBEPCUTL/BHEOPATCS.

ptsecurity.com



HaxoxaeHne cepBepHE
npunoxeHue KnNueHTa |

Cnoco0bObl 000MTU SSI-NMUHHUHT.

HaxoxxgeHue cepBepHbIx 6aroB Yepesa NPUIOXKeHUe KNneHTe

' bt‘ "



1. Jadx (releases)
( )

2. Apktool
( )

+ FRIDA



Peeepcum B JADX

Ham noHagobutcs apk dpann, KoTopbin byaem gekoMnunmpoBaTh.

YctaHaenuesaem npunoxeHune ns Google Play.
Haxogum nyTb K apk v BbIrpy>xaem.

adb shell pm path

. crnd.exe (Admin)

C:\Users\INIDesktop

> adb shell pm path com.termux

adb server is out of date. killing...
* daemon started successfully *

package:

[ A

package:
. package:
ptsecurity.com

fdatafappfmthLEQIHGVyB5BS]utn121Q==fcam.
uuLE_r SR =i ozanman yusuas JWLITLL A==/ LUIN.
fdatafappfmthLEQIHGYyB5BS]utn121Q==fcam.
fdata/app/~~tHLZOIWGYyBs5BSIvEniZlQ==/com.

termux-FtM1GrUeUy1bDDBcqvScMQ==/base.apk

CelmuA - FLFLGrUBUY IDUUBLYVSLrY==; SPL1T contig.armb64d v8a.apk
termux-FEM1GrUeUyl1bDDBcqvScM)==/split_config.ru.apk
termux-FEM1GrUeUy1bDDBcqvScM)==/split_config.xxhdpi.apk

~T

13.



14.

Peeepcum B JADX

icnonb3ynte ctaTMyeckn aHanmas.
HayHute C

B Hem obpaTunTe BHUMaHME Ha , . 0CODEHHO, ecnu
cTouT exported="true", a Takxke

android: allowBackup = "true" - no3BoONIAET BbINOSIHATL Pe3epPBHOE KOMMPOBaHUE
N BOCCTaHOBIIEHUE NPUNOXKEHUA Yyepes adDb.

android: debuggable = "true" — pexum oTnaaku, NO3BONSAET 3anyckaTb KOMaHOb!
OT UMEHU NPUNOXKEHUA NOOLIM APYrMM NPUIOXKEHUEM NN Yepe3 0OONOYKY
ADB.

( )



Pesepcum B JADX

AndroidManifest . xml . - E = CertificatePinner ¢ (5 BaseUrlsHelper

PR CCOw O

TS cronsayiiTe

 PES———— NoucK no
KIHOYEBbIM

return

CJioBam

ivate final

ié Intrinsi

e S Hanpumep:
http://
https://

final sering getestontapaseuri(string ser) ( baseb64
satein token

password (pass
| e * : Etc.

return




Peeepcum B JADX

¥ *New Project - jadx-gui
File Wiew Mavigation Tools Help
s|B@E|Ed|sAB|e &

=] play-services-measurement-api.properties -] AndroidManifest.xml 3¢ (9 RealWebSocket
play-services-measurement-base.properties — - ———

(® CertificatePinner J{ (3 BaseUrlsHelper 3¢ [ strings.xml

>Eign inT,-"st’ing >
ong">Sign in with Google</string>

o

w

play-services-measurement-impl.properties
) play-services-measurement-sdk-api.properties
- play-services-measurement-sdk.properties
- E| play-services-measurement.properties
[ play-services-places-placereport.properties
- B play-services-stats.properties
- play-services-tasks.properties
- [ play-services-wallet.properties
= S L S i
- B resources.arsc
=N res
- values
- animators.xml
anims.xml
=) arrays.xml
) attrs.xml
= bools.xml
= colors.xml
= dimens.xml
= drawables.xml
| fonts.xml
integers.xml
=] interpolators. xml
2 menus . xml
= plurals.xml
| raws.xml
- B styles.xml
- B xmls.xml
values-ar
values-am
values-anydpi-v24
values-ar
values-as
values-az
values-b+es+419
values-b+sr+latn
values-be
values-bg
values-bn

won
ot ot
il
e
=1
oo

Ledna.io/</string>

ot
il
e
=1
o

"xDefault</string>
Ml detault_channel</string>

>889262_qqkhtur‘?a?bthsglj‘Fh9tqu2?6rrnn_:"st’ing 3

e+

+ ot
il

e

=1

oo

-+

ription”:Show dropdown menu</strings
>com. google.android.material. transformation.FabTransformationScrimBehavior</
"»com.google.android.material.transformation.FabTransformationSheetBehavior</
. label">Miscellanecus</string>
-https:/ /B android-873b2. firebaseio. com</string>
ring>

>,-:._IzaSyD'u.'_l15.'YU'.\'GOqu‘bzr‘gr‘bnE- /string>
: I : android:elabsd rings
rti >;3-.IzaSyD'u.'_l15.'YU'.\'GOqu'bzr‘gr‘bnE_ ‘string>
android-873b2.appspot. com</string>
Heading</string>
1_behavier”:com.google.android.material.behavior.HideBottomviewOnScrollBehavior</string>
Dialog Icon</string:
"»Image</string>
»Button, Image</string>

R
ot ot ot +

tie] tl

[ =

-1 =1

oo o [

Wowowmon
+ ot

e+ e+ e+
il

e

=1

oo

wowo i
e+

o+ ot
tie]
(S
-1
oo

won
e+

:The restaurant is temporarily unavailable</string:
Please verify pick-up time or enter it once again</strings
:Please try to order takeaway at ancther restaurant or use delivery</string:
»Please verify the restaurant for pick-up</string>
header”>Sorry, no pick-up at this restaurant for now</string:
">Please verify delivery address</string>
">Please try delivery later or use takeaway</string>
"sUnderstood</string>
"sSorry, no delivery to this address for now</string:
:Please verify delivery time or enter it once again</
*You can select other delivery address or use takeaways-
info">You can select other delivery address or use takeaway</string:
/string>
">Tab</string>
t">To make changes to your order, please, call customer support</string:
ancel"=No, thanks</string>
Call</string>
":Do you want to make changes to your order?</string:
_ ring>
ation_name"” -Guest-Pr‘od< /strings

W ow
i e e
tiie] tl
(S =
-1 =1
oo o [

wow oA w
+ ot
tiie]
(S
-1
oo oo

Wl oo o
s B = i = A a4
tl tl
= =
=1 =1
[ [

"o
e+




Peeepcum B JADX

(9 OkHttpClient ¢ (9 CertificatePinner

public int hashCede() {
CertificateChainCleaner certificateChainCleaner this.certificateChainCleaner;
return ((certificateChainCleaner2 != null ? certificateChainCleaner2.hashCode() : ¢ -3 + this.pins.hashCode();

public void check( str, i i throws SSLPeerUnverifiedException

Pin> findMatchingPins indM i
if ({findMatchingPins.isEmpty| aHHoe an”O}KeH Me
CertificateChainCleaner certificateChainCleaner2 = this.certificateChainCleaner;
if (certificateChainCleaner2 != null

list = certificateChainCleaner2.clean(list ; BblnonHﬂeT npOBepKy

int size = list.size();
3 o

s
for (int i = i < size; i++
=

o - r anm

s L
X589Certificate x5@9Cer : SS M He ae I
int size2 = findMatchingPins.siz

ByteString byteString = null;

ByteString byteString2 = null;

nepexBaTuTb ttps
Pin pin = findMatchingPins.get(i2
if (pin.hashAlgorithm.equals(“sha

TR T TpaduK C YCTPONCTBA.

if (pin.hash.equals(byteString
return;

else if (pin.hashAlgorithm.equals
if (byteString2 == null
byteString2 = shal(xS5@9Certificate);

if (pin.hash.equals(byteString2
return;
else {
throw new AssertionError("unsuppo d hashal ithm: + pin.hashAlgorithm);

sb.append(“Cer
sb.append("\n




Pa6bora u 06xop ssl c apktool

[lekomnunupyem Halle NnpunoXxeHne KomaHaou:.
apktool d .apk

shUse Ps-\apktnnl »apktool d base.apk

: Using Apktool 2.5.8 on base.apk

Loading resource table...

: Decoding AndroidManifest.xml with resources...
Loading resource table from file: C:\Users\...
: Regular manifest package...

: Decoding file-resources...

: Decoding values */* XMLs...

: Baksmaling classes.dex...

: Baksmaling classes2.dex...

: Baksmaling classes3.dex...

: Baksmaling classesd.dex...

: Copying assets and libs...

: Copying unknown files...

: Copying original files...

: Copying META-INF/services directory

ap ktool
l1nam

baze
(=2 ap ktool
ap ktool

base.apk

e NI




Pa6bora u 06xop ssl c apktool

grep —r

Jata uzmeHenna . cmd.exe (Admin)

{119,208} size, {119,18688} buffer
kotlin C:\Users\ \Desktop
lib cd C:\Usersh ‘apktoolibase
[ #]
META-INF anka c ainan C:\Users) \apktool\base
grep -r https://api.
. ; L Binary file assets/index.android.bundle matches
res danka ¢ akndk smali classes3/com/ /data/api/base/BaseUrlsHelper.smali: const-string pl, "https://fapi. .com
smali c dhalina

ariginal
-
smali_classes2 C:\Usersh vapktoolibase
smali_clas

smali_classes: yainamm

unknown 28.08.202 Manka c dafinamm
idManifest 2 Jokynent XML
Dain "¥YML

ptsecurity.com



Pa6bora u 06xop ssl c apktool

OTKpblBaeM HanaeHHbIn pann smali n meHaem https:// Ha

| BaselUndsHelper.smali E3

move-result-object wi

invoke-static {pl, v0}, Lkotlin/jvm/internal/Intrinsics;->»areEqual (Ljava/lang/Object;Ljava/lang/0Object;)Z
move-result pl

if-egz pl, :cond 2

const-string pl, "http://api .. com”
S

goto tgoto 0

:cond 2
const/4 pl, 0x0

const—-string v0, "BaseUrlsHelper"
const—-string vl, "No environment set, empty base url!™

.line 43
invoke-static {p0, v0, vl, pl}, Lcom/ll/extensions/AnyKt;->logE(Ljava/lang/0Object;Ljava/lang/String;Ljava

const—-string pl,




Pa6bora u 06xop ssl c apktool

Cobupaem npunoxeHne obpatHo B apk KomaHOon:
apktool b

ap ktool

s :\Users Ml apktool>apktool b base
ham: ] » HSoANE APRLASL £ .3.0
o : Checking whether sources has changed...
apktool : Checking whether sources has changed...
| £ apktool : Checking whether sources has chaﬂged...
: Checking whether sources has changed..
: Checking whether resources has chaﬂged
: Building apk file.
: Copying unknown Filesfdir...
: Built apk...

base.apk




MoanucbiBaemMm nNpmnoXxXeHue

[ToonuceiBaem apk knrovom paspaboTymka

jarsigner -verbose -keystore
C:\Users\<name>\.android\ -storepass android -
keypass android " .apk" androiddebugkey

apktool » base »

rag

| base.apk

dist

JaTta naMeHeEHKA Tun

Trann "APE

. crmd.exe (Admin)

C:WUsersh

jarsigner -verbose -keystore C:iUsersh \.android\debug.keystore -storepass android -keypass android "base.apk™ and
roiddebugkey|

signing: google/protobuf/empty.proto

signing: google/protobuf/field mask.proto

signing: google/protobuf/source context.proto

signing: google/protobuf/struct.proto

signing: google/protobuf/timestamp.proto

signing: google/protobuf/type.proto

signing: google/protobuf/wrappers.proto

signing: okhttp3/internal/publicsuffix/publicsuffixes.gz

jar signed.

\apktool\base\dist




YctaHoBKa apk + HacTpoumka

YcTaHaBnuMeaem noanmcaHHoe npunoXxXeHme Ha yCTpPouCTBO:
adb install .apk

C:\Users\ml\apktool\base\dist>»adb install base.apk

* daemon not running; starting W

* daemon started successfully

Performing Push Install

base.apk: 1 file pushed, @ skipped. 3.9 MB/s (77968879 bytes in 19.1986s)
pkg: /data/local/tmp/base.apk

Success

ptsecurity.com



Nepexsart Tpacduka c new apk 5]

Burp Suite Community Edition v2020.6 - Temporary Project

[ Dashboard T Target r Proxy ] Intruder ] Repeater T Sequencer TDecoder TComparer T Extender 1 Project options [ User options ]

ﬁlntercept » HTTP history 7WebSockets history TOptions 1

Filter: Hiding out of scope items; hiding CSS, image and general binary content G

it ¥  Host Method | URL Params Edited Status MIME type | Extension | Title

390 http://api POST ' /épi/cart/api/vl/cart.create 301 HTML 301 Moved Permanelj
387 http://api POST /api/cart/api/vl/cart.create 301 HTML
341 http://api GET /api/geo/api/vl/geo.logistics?lat=... 301 HTML
339 http://api GET /api/geo/api/v1l/geo.logistics?lat=... 301 HTML 301 Moved Permanel|
198 http://api GET /api/geo/api/vl/geo.logistics?lat=... 301 HTML 301 Moved Permanel|
195 http://api GET /api/geo/api/vl/geo.logistics?lat=... 301 HTML
194 http://api GET /api/geo/api/vl/geo.logistics?lat=... 301 HTML

<« -

Request ] Response ]

m Params ; IhHeaders \]fHex A]

POST /api/cart/api/vl/cart.create HTTP/1.1 A
Accept: application/json

Authorization: Bearer eyJhbGciOiJSUzIINiIsSInRScCI6IkpXVCI9.eyJzdWIiOiJjZ2VTMIF2ZFFsU3hLMjUtRkd2bjNNOKFQQTkxYkhBOXRmczJ3LTk3Y1cO0ckpKOm
Content-Type: application/json; charset=UTF-8
Content-Length: 513

Host: api. . com

Connection: close

Accept-Encoding: gzip, deflate

User-Agent: okhttp/3.12.12

{

"createdAt":"2021-08-28T14:58:46.5

"device" : {
"deviceId":"cgeS3QvdQlSxK25-FGvn3M:APA91bHAItLEfS2W-97cW4rJIBleRp31£fXgl-LRAt7ZA7knplBdImjHdyxaIEM-mTPM30FJDYevclZmf-DIWIbwkrEGxU_ oW
"deviceType":"mobile",
"pushToken" : "cgeS3QvdQlSxK25-FGvn3M: APA91bHAtfs2w-97cW4rJJBleRp31£fXgl-LRAt7ZA7knplBdImjHdyxaIEM-mTPM30FJDYeveclZmf-DIWIbwkrEGxU d
"storeId":" 4

)l

"deviceModel" : "Nexus

"userToken":""

"version":"6. -d




HacTtpouka gna Bur

Sequencer

Comparer

Xy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listenery

| Running Interface Invisible Redirect Certificate

J  127.0.0.1:8080
€] 172.20.10.2:8080

~ Per-host
https://-:443 Per-host

Edit proxy listener

Request i Certificate | TLS Protocols

(’3} These settings control whether Burp redirects requests received by this listener.

Redirect to host:
Redirect to port: 443

(/) Force use of TLS

TLS Protocols

" Default

Default

Invisible proxy support allows non-proxy-aware clients to connect directly to the listener.

() Supportinvisible proxying (enable only if needed)

[lepeHanpaBnaem Tpadouk
Ha 443 nopT

[locne npumeHeHusa
BXogsLune http sanpochol
OyayT oTcbinarbes no https



HacTtpouka pna Burp

Filter: Hiding out of scope items; hiding CSS, image and general binary content

# v /| Host Method | URL Params | Edited Statu Length | MIME type | Extension | Title
547  hups://api] POST /api/menu/api/v1l/menu.get ) 200 487140 JSON ~get

546 https://api. . POST /api/menu/api/vl/menu.version 200 740 JSON

545 https://api. . POST /api/cart/api/v2/delivery.set_pickup 200 3018 JSON

544 https://api. . POST /api/cart/api/vl/cart.create 200 1731 JSON

543  hups://api . GET /api/geo/api/v1/geo.logistics?lat=... 200 1695 JSON O e e
. el I 2 [TpnnoxeHwn

https://api, /proxy/mindbox/v1/mindbox.proxy
541 https://api. . POST /proxy/mindbox/v1/mindbox.proxy 200 230 JSON

— MNOJTIHOUEHHO

Request | Response 1

— 3apaborTaro.

HTTP/1.1 200 OK

Server: nginx

Date: Sat, 28 Aug 2021 15:07:33 GMT
i Content-Type: application/json; charset=utf-8
) Connection: close

B etk B [lo3gpasngto, Mbl
Access-Control-Allow-Origin: * )

Access-Control-Request-Headers: Content-Type
)} Content-Length: 1471

{ obownu ssl 3awury.

"value":{
"cartId":96815202,
"uniqueId":"98e43b5e-d54f-4a20-9908-597d13cdc665",
"timestamp":909199828,
"device":{
"storeId":"74221173",
"deviceId":"cgeS3QvdQlSxK25-FGvn3M:APA91bHA9tfs2w-97cW4drJIBleRp31fXgl-LRAt7ZA7knplBdImjHdyxalEM-mTPM30FJDYeveclZmf-DIWIbwkrEGxL
"deviceType":"mobile",
"sessionId":"Xpy6hB4WgWEtGdX13Iecq7Gp"
b
"store":{
"storeId":"74221173",
"timeZone":"Europe/Moscow”
}o
"currency":"RUB",
"cartType":"Default”,
"status":"Open",
"createdAt” 2021-08-28T15:07:33.71129372",
"updatedAt":"2021-08-28T15:07:33.71129952",
"channel":{
"name" : "mobile",
"platform": "android"”,
"version":"6.15.1




FRIDA o6xopn SSL

frida -U -f -l hook.js

DroidSSLUnpinning

(ckpunT gna ®puabl )

ptsecurity.com



Cnucok nporpamm ansa Fuzzing

1. Burp Suite (Intruder)

2. DirSearch
(

3. wFuzz
( )




Nandxaku fuzzing

PaclwunpeHne gna Burp (pro): N3yunTte ctapbie Bepcuu

NPUITOXEHNA
X8-Burp

(OBHapyXeHUs CKpbITbIX NapamMeTpoB) CkauaTb MOXKHO, HaNPUMEp:

Example: new /api/v3/ old /api/v2/
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1. Brute Force 3. Header attack 5. OPEN REDIRECT
2. SQLi 4. SSRF 6. Nopbop naeHTudmnkaTopos

*ETC.



TPIOK B «aBTOpM3aLMU»:
OPEN REDICT uepe3s Deeplink

#3 Remote technique for #1

bypass host validations in Android apps

hackerone.com/reports/431002

n/">Begin zaheck!</a>

n/"xBegin zaheck!</ax




Tprokm B «Perucrpauumm» -

These are all valid e-mail addresses

XSS

Template
injection

SQLi

SSRF

Parameter pollution

(Email)
Header injection

script>alert(0)</script>)c ample.com
vexample(<script>alert(0)- ipt>).com
"<script>alert(0)</script>"@example.com

""OR 171 -- "@example.com
“mail’); DROP TABLE users;--"@example.com

john.doe@abcli23.burpcollaborator.net
john.doe@[127.0.0.1]

victim&email=attacker@example.com

"%0d%0aContent-Length:%200%0d%0a%0d%0a"@example.com
"recipient@test.com>\r\nRCPT TO:<victim+"@test.com

33.

Kpome TptokoB ¢ email nonb3oBarens,
TECTUPYUTE None3Hble Harpy3ku B Apyrux
nonsax, Tak kak B WEB npu perncrpauum 4acTto
ctoaT punetpbl (waf), a B api HeT. (“story)

[lobaBneHue B header

X-Forwarded-Host: evil.com

etc., MOXET NPMBECTU K OTrnpaske Ha emalil
CCbIJTKN C BP€AOHOCHLIM CanToM.

«[losgpaBnsiem c perucrtpaymen
[MoaTBepanTe CBOK YYETHYIO 3anuUcb (KHOMKa)
evil.com/?confirm=supersecretcode»



Tploku B «BocCTaHOBJNIEHUMU»

e TPk
ASP.NET/IS All occurrences of the specific parameter
ASP/IIS All occurrences of the specific parameter | par=vall,val2

JSP, Servlet/Oracle Application Serve | First occurrence par=vall

JSP, Servlet/Apache Tomcat

r

First occurrence par=vall

par=[*vall’,"val2’]

JSP, Servlet/Jetty

mod_perl,libapreq2/Apache

mod_wsgi (Python)/Apache

Python/Zope All occurrences in list (array)

Source: https://en.wikipedia.org/wiki/HTTP_parameter_pollution

 Account Takeover

* email=user@mail.ru,hacker@mail.ru
* email=user@mail.ru%20hacker@mail.ru
» email=user@mail.rulhacker@mail.ru

* Array:

o {"email":[*user@mail.ru","hacker@mail.ru"}
[lobaBneHue B header
X-Forwarded-Host: evil.com , MOXeT npuBecTn
K OTnpaBke Ha email ccbifikn ¢ BpeLOHOCHbLIM
CanToM.

«[dna BoccTaHOBIEHMA Naposd
BOCMNOJb3yUTECH CCbINTKON
evil.com/?reset=supersecretcode»
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1. IDOR 3. File Upload 5. Web Sockets
2. XXE 4, SSRF 6. ETC

[Tones3Hble Harpysku:
github.com/swisskyrepo/PayloadsAllITheThings/




UPLOAD FILE B android

HebesonacHasi oTrnpaBka HEABHbIX MEXMNPOLIECCHbIX CO0bLLIEHNN

Raw ] Headers} Hex ]

GET /media/userpic/userpic 2109.jpg HTTP/1.1

Sessionld: QlcSqhYXNEloxtfawKLNxrChipuiNVsLaFwVMiGEtcOMYACqglVZ
3 User-Agent: Samsung Galaxy S7 - 7.1.0 - API 25 - 1440x2560;Android;25;3.2
1 Accept-Language: en

Source: Samsung Galaxy S7 - 7.1.0 - API 25 - 1440x2560

Apo-Version: |G

0 matches

Raw T Headers THex [ Render ]

NOOO
OgqOO N 205001 cSghYXNEloxtfawKLNxrChipuiNVsLaFwVMiGtcQMYACqlVZ DgOO0t$00000 0O0000$06

[][j[][j[ﬁogln pin session
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Base64-oHNaWH AeKogUPOBLUMK

Urpa co spurenamm

SA4WTiBlbmMy

[api/v1/profile

aml version="1.0
FE name
/passwd':

fd — TekcT

94bWwgdm®
CFETOML




Urpa co apurenamm (Cto kK ogHoMYy)

POST /api/vl/payment/ HTTP/1.1

Host: mobileapi.example.com

User-Agent: android 7.0

Authorization: Bearer c4ca4238a0b923820dcc509a6f75849b

Accept: */*
Connection: Keep-Alive

Content-Type: application/json

{ "payment"”: [{"from": "1", "to": "73", "amount": "1" }] }

1. Authorization MD5
2. Race Condition

3. ATaka Ha cymmy
(OKpyrneHne/oTpuuaTenbHble)
Parameter pollution etc

4. NHbekuumn

5. icnonb3oBaHne ctapon
Bepcuun v1 Haxogmm
napameTp from

6. IDOR
W Tak panee.



Urpa co sputenamm (real case)

POST /vO3/token/pin-register HTTP/1.1

Host: apl.example.com
. 4f3293¢8-976b-4271-a869-
bda79a5ab33d

User-Agent: android 7.0
Content-Type: application/json; charset=utf-8

{" :
vgaTMPgLhleY2r60BIS9aQ==:MZkUB1pZVk

OCUufbgfa8sgeREk8qjOPYakazbFIzOfKdchex
C8KEhKnyOS8dUjo6LBLzdYMNBdoDfoMWZ
YBQeA=="

BBogHbIE AaHHbIEe.

1. YcTpoucteo 6e3 root npas.

2. NMpunoxeHue xoguTt no http

3. UmeeT Bxop no login:pass

4. Pernctpaumsa PIN kopa

Token + Authorization + PinHash
200 {("pin":"true"}

5. NoBTOpHasa oTnpaBKa Ha

peructpauuio PIN kopga



Urpa co sputenamm (real case)
39.

pin—check BBoaHbIe AaHHbIe.
1. Ameetca Bxoa no PIN koay
3. NMpoBepka npoucxoamTt No
4f3293c8-976b-4271-a869- Token + PinHash
bda79a5ab33d 4. Npu BepHom Beope PIN

200 {"pin":"true™}
4.1 NMNpwn He BepHoMm BBOAae PIN

Add match/replace rule

{f:)‘} Specify the details of the match/replace rule.

Type: Response body
Match: {"pin":"false"}
Replace: | {"pin":"true"}
Comment: | wow pwd 3

Regex match




Cnucok nporpamm android/ios
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APKTOOL (Android)

ADB (Android)

JADX (Android)

ByteCode-Viewer (Android)

Drozer (Android)

Hopper (Android and i0S)
Burp/ZAP (Traffic Inspection)

Frida and Frida-Tools (Android and i0S)
Frida Android Tracer (Android)
Android Backup Extractor (Android)
PIDCAT (Android)

GrapeFruit (10S)

Objection (Android and i0S)

Tools on iDevice (i0S)

16.
17.
18.
19.
20.
21.
22.
23.
24.
295.
26.

MobSF (Android and i0S)

AndroBugs Framework (Android)
QARK Framework (Android)

RMS, Dexcalibur and Passionfruit (Android i0S)
Radare2 and R2Frida (Android and i0S)
MARA Framework (Android)

APKID (Android)

Simplify (Android)

IProxy and iDevicelnstaller (i0S)
Frida-1OS-Dump (i0S)

GuiScrcpy (Android and i0S)
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