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JavaScript objects

• Declare object o with properties name and surname
• var o = {name: 'Nikita', surname: 'Stupin'};

• Access properties
• o.name -> "Nikita"

• o['surname'] -> "Stupin"
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JavaScript objects

• Access properties that we’ve not defined
• o.age -> undefined

• o.toString() -> "[object Object]"

• Where toString came from?
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JavaScript object prototypes

• Object inherits methods and properties from it’s prototype

• Prototype itself is an object thus it has prototype. Prototype of 
prototype has prototype too. This continues until prototype 
equals null. This sequence of prototypes is called prototype 
chain.

• If property is not found on object it’s searched in prototype 
chain 
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Word “prototype” in JavaScript may refer to different 
entities

• [[Prototype]] internal property

• __proto__ property

• prototype property
• Object.prototype

• Function.prototype

• etc
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What is JavaScript prototype pollution?

• It’s situation when extra properties are added on prototype of base 
objects
• Object.prototype

• Function.prototype

• Array.prototype

• If we’ll add property Object.prototype.age = 42; then 
almost every object in JavaScript will have property age that 
equals 42
• Except objects that has own property age because own property hides inherited 

one
• Except objects that don’t inherit from Object
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Example: merge-deep < 3.0.1
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https://github.com/jonschlinkert/merge-deep/blob/384c9040eabdd8ff271fbf2251a1f3438c4ff2a8/index.js


Example: merge-deep < 3.0.1
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key === '__proto__' oldVal === {'test':1337}

https://github.com/jonschlinkert/merge-deep/blob/384c9040eabdd8ff271fbf2251a1f3438c4ff2a8/index.js


Example: deperam-like functions
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https://github.com/AceMetrix/jquery-deparam


Example: deperam-like functions
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https://github.com/AceMetrix/jquery-deparam


Example: deperam-like functions
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https://github.com/AceMetrix/jquery-deparam


Example: deperam-like functions
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Where is the __proto__?

https://github.com/AceMetrix/jquery-deparam


Example: deperam-like functions
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https://github.com/AceMetrix/jquery-deparam


Finding client side prototype pollution

• Manually
• In query (e.g. ?__proto__[polluted]=1&q=test)

• In hash (e.g. #__proto__[polluted]=2)

• Automation

• https://github.com/msrkp/PPScan Google Chrome Extension

• https://github.com/BlackFan/cspp-tools regexes for Software Version Reporter
Burp Suite Extension

• NahamCon2021 - Using Chromedp to Hunt for Prototype Pollution -
@TomNomNom
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https://github.com/msrkp/PPScan
https://github.com/BlackFan/cspp-tools
https://portswigger.net/bappstore/ae62baff8fa24150991bad5eaf6d4d38
https://www.youtube.com/watch?v=Gv1nK6Wj8qM


https://github.com/msrkp/PPScan
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https://github.com/msrkp/PPScan


https://github.com/BlackFan/cspp-tools
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https://github.com/BlackFan/cspp-tools


Identifying known gadgets

• There are several projects that gather known gadgets

• https://github.com/BlackFan/client-side-prototype-pollution#script-gadgets

• https://portswigger.net/web-security/cross-site-scripting/cheat-
sheet#prototype-pollution

• https://ctf.nikitastupin.com/pp/known.html try yourself!
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https://github.com/BlackFan/client-side-prototype-pollution#script-gadgets
https://portswigger.net/web-security/cross-site-scripting/cheat-sheet#prototype-pollution
https://ctf.nikitastupin.com/pp/known.html


Identifying known gadgets

• fingerprint.js

• https://gist.github.com/nikitastupin/b3b64a9f8c0eb74ce37626860193eaec

• Wappalyzer browser extension
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https://gist.github.com/nikitastupin/b3b64a9f8c0eb74ce37626860193eaec






Identifying unknown gadgets

• Use https://github.com/filedescriptor/untrusted-types

• Apply patch to exclude sinks that triggered before prototype pollution happens

• https://github.com/BlackFan/cspp-
tools/tree/main/prototype_checker

• I’ve experimented with instrumentation (similar to pollute.js) 

• Instrumentation hangs web pages :(

• https://ctf.nikitastupin.com/pp/unknown.html try yourself!
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https://github.com/filedescriptor/untrusted-types
https://github.com/BlackFan/cspp-tools/tree/main/prototype_checker
https://github.com/securitum/research/tree/master/r2020_prototype-pollution
https://ctf.nikitastupin.com/pp/unknown.html










How it started
HackerOne XSS via Prototype Pollution      wcbowling,    corb3nik
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https://hackerone.com/reports/986386

https://twitter.com/wcbowling
https://twitter.com/corb3nik
https://hackerone.com/reports/986386


Prototype Pollution via location

• Vulnerable JS libraries were written over 5-10 years ago

• Widely spread in code snippets and dependencies

• Can often be triggered from the main page

• May be found in third party scripts (Hubspot tracking code, Segment analytics, etc)
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Examples of fixes

• Removing vulnerable code (!)

• Key Blacklisting

• Objects without Prototypes

Object.create(null)

• Prevent adding new properties to the prototype

• Object.freeze(Object.prototype)

• Changing the ECMAScript specification
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Key Blacklisting

Default hotfix bypass
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__proto__[xxx]=value Forbidden

constructor[prototype][xxx]=value Allowed



Key Blacklisting

Jira Service Management < 4.18.0 fix bypass
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Key Blacklisting

Jira Service Management < 4.18.0 fix bypass

32

__proto__.xxx=value Forbidden

constructor.prototype.xxx=value Forbidden



Key Blacklisting

Jira Service Management < 4.18.0 fix bypass

backbone-query-parameters:
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Key Blacklisting

Jira Service Management < 4.18.0 fix bypass
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__proto__.xxx=value Forbidden

constructor.prototype.xxx=value Forbidden

__pr[]oto__.xxx=value Allowed



Key Blacklisting

vimeo.com fix bypass
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__proto__[xxx]=value Forbidden

__pr%6Fto__[xxx]=value Allowed



Key Blacklisting

vimeo.com fix bypass
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Key Blacklisting

Hubspot Analytics uses deparam and key blacklisting
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key=value Simple Parsing (without blacklist)

key[xxx]=value Complex Parsing

__proto__[xxx]=value Forbidden



Key Blacklisting

Simple parsing supports arrays
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key=value Simple Parsing (without blacklist)

key=value&key=value2 ['value', 'value2']



Key Blacklisting

Fix bypass     _nikitastupin
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key=value Simple Parsing (without blacklist)

key=value&key=value2 ['value', 'value2']

__proto__=value [Object.prototype, 'value']

__proto__=x&0[xxx]=xxx Object.prototype.xxx='xxx'

https://twitter.com/_nikitastupin


Objects without Prototypes

Replacing {} with Object.create(null)
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Objects without Prototypes

__proto__ does not reference Object.prototype
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Objects without Prototypes

Attacker can access Object.prototype through other prototypes

42



Frozen Prototypes

Prevent adding new properties to __proto__

Object.preventExtensions( Object.prototype )

Object.seal( Object.prototype )

Object.freeze( Object.prototype )
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Frozen Prototypes

Example: jQuery off() Script Gadget

• jQuery < 3.0.0 automatically calls "off" function
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Frozen Prototypes
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Frozen Prototypes
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Frozen Prototypes
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Frozen Prototypes
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Frozen Prototypes

Object.seal( Object.prototype ) and other variations does 
not protect against modification of other prototypes.

Bonus: Exploitation via String.prototype does not break 
the rest of the application code
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Frozen Prototypes
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Payload Prototype

?__proto__[xxx]=xxx Object.prototype

?s=s&s[__proto__][xxx]=xxx String.prototype

?toString[__proto__][xxx]=xxx Function.prototype

?toString[length][__proto__][xxx]=xxx Number.prototype

?a=a&a=a&a[__proto__][xxx]=xxx Array.prototype

?a[]=a&a[__proto__][xxx]=xxx Array.prototype



Frozen Prototypes

What about this?

Object.seal(Object.prototype);
Object.seal(String.prototype);
Object.seal(Array.prototype);
Object.seal(Number.prototype);
Object.seal(Function.prototype);
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Frozen Prototypes

Check what has already been created in the 
constructors and prototypes
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https://github.com/BlackFan/cspp-tools/

https://github.com/BlackFan/cspp-tools/


Frozen Prototypes

Check what has already been created in the 
constructors and prototypes

Example: script.aculo.us Script Gadget
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Frozen Prototypes
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Features for mitigation

• Node.js supports command-line option --disable-proto
https://nodejs.org/api/cli.html#cli_disable_proto_mode

• Document Policy will support Object.freeze(Object.prototype)
https://github.com/WICG/document-policy/issues/33
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https://nodejs.org/api/cli.html#cli_disable_proto_mode
https://github.com/WICG/document-policy/issues/33


Funny story

Github allows repository authors to view referring sites
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Funny story
Result: access to unpublished PoC for Segment Analytics (fixed now)

by     kinugawamasato
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https://twitter.com/kinugawamasato


Prototype Pollution Hard Mode

Some libraries with array support only allow

__proto__[123]=qwerty

Object.prototype[NUMBER]=qwerty

Many sites in bug bounty programs are still vulnerable…

But no one knows how to show an impact ¯\_(ツ)_/¯
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Prototype Pollution Hard Mode

PoC: 
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Prototype Pollution Hard Mode

One of the interesting gadgets that can be used here:

Knockout.js by     SecurityMB

__proto__[4]=a':1,[alert(1)]:1,'b&__proto__[5]=,
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https://twitter.com/SecurityMB


Prototype Pollution Hard Mode

How gadgets of this type work:
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What's next?

• Prototype Pollution is still largely untapped area of research

• Other payload locations (e.g. payload stored on a server)

• Fix bypasses 

• NodeJS

• DoS with one request

• Combined with proper gadgets leads to RCE

• JavaScript potentially has way more quirks

• Discovering Hidden Properties to Attack Node js Ecosystem
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https://youtu.be/oGeEoaplMWA


Research team

• Sergey Bobrov @Black2Fan

• Mohan SRK P @S1r1u5_

• terjanq @terjanq

• Beomjin Lee @po6ix

• Masato Kinugawa @kinugawamasato

• Rahul Maini @iamnoooob

• Harsh Jaiswal @rootxharsh

• Mikhail Egorov @0ang3el

• Nikita Stupin @_nikitastupin
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https://twitter.com/Black2Fan
https://twitter.com/S1r1u5_
https://twitter.com/terjanq
https://twitter.com/iamnoooob
https://twitter.com/rootxharsh
https://twitter.com/0ang3el
https://twitter.com/_nikitastupin


Thanks to other researchers

• @_holyvier_

• @SecurityMB

• @wcbowling

• @corb3nik

64

https://twitter.com/_holyvier_
https://twitter.com/SecurityMB
https://twitter.com/@wcbowling
https://twitter.com/corb3nik


Links

• Prototype pollution attack in NodeJS application

• Prototype pollution – and bypassing client-side HTML sanitizers

• AST Injection, Prototype Pollution to RCE

• Real-world JS — 1

• [toolbox.teslamotors.com] HTML Injection via Prototype 
Pollution / Potential XSS

• JavaScript prototype pollution: практика поиска и 
эксплуатации
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https://github.com/HoLyVieR/prototype-pollution-nsec18/blob/master/paper/JavaScript_prototype_pollution_attack_in_NodeJS.pdf
https://research.securitum.com/prototype-pollution-and-bypassing-client-side-html-sanitizers/
https://blog.p6.is/AST-Injection/
https://blog.p6.is/Real-World-JS-1/
https://bugcrowd.com/disclosures/57b28008-4653-4dec-88c3-4d38e40023ff/toolbox-teslamotors-com-html-injection-via-prototype-pollution-potential-xss
https://habr.com/ru/company/huawei/blog/547178/


Questions?


