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KindleDrip — From Your Kindle’s
Email Address to Using Your
Credit Card

a Yogev Bar-On Jan 21 - @ min read Iﬁ |_|

L

Or the story of how I received an 18K$ bug bounty for a critical Amazon Kindle

vulnerability.



pay.php?Merchantl D=1102&MerchantTransactionID=-&Amou nt=
2000&Currency=PLN&ReturnURL=https%3A%2F%2Fstore.steampowe
red.com%ZFpaypaI%ZFsmart2pay%2F-%2F&MethodID:12&Co
untry=PL&CustomerEmail=brixamount100a bc@_&Custom
erName=_drbrix_&SkipHPP=1&Description=Steam+Purchase&SkinID
=101&hash=

Hash(MerchantID1102MerchantTransactionID-AmountZOOO)

pay.php?MerchantID=1102&MerchantTransactionID=-&Amount2
=000&Currency=PLN&ReturnURL=https%3A%2F%2Fstore.steampowe
red.com%2FpaypaI%2Fsmart2pay%2F-%2 F&MethodID=12&Co

untry=PL&CustomerEmail=brix&amou nt=100&ab=c@_&C

ustomerName=_drbrix_&SkipHPP=1&Description=Steam+Purchase&

SkinID=101&hash=<the same>
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Visa/MasterCard HayuynTtbCcAa Nnncatb U YNTaATb
Square/Clover/Stripe KaK npeBpaTnTb yA3BMMOCTb B PUCK
Starling/N26/TransferWise [TOCTOAHHO cneAnTb 33 PbIHKOM
. [1OCTOAHHO Y4YNTbLCA YEeMY-TO HOBOMY
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Ledger - https://wallet.fail/ KMOCKM camoobcnyKnBaHuUs
mPQOS, POS, ATM BuomeTtpuyeckme cuctemol, SoftPOS
https://paymentvillage.org Bitcoin-6aHKkomaTbl

Hardware Village | ®wuHaHcoBble npunoxeHna (MT4, MTS5)


https://wallet.fail/
https://paymentvillage.org/
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Practical exploitation of rounding
vulnerabilities

In internet banking applications

Adrian Furtuna, PhD, OSCP, CEH
adif2k8@amail.com

OMPLETE REFERENCE WITH CUSTOM
TY HACKING TOOLKIT

# Round error issue - produce money for free on itBit bitcoin exchange (hackerone.com)
70 points by waffle_s= o@Mar 3, 2017 Qhide | past | web | favarite | 60 comments



OKpyrneHus

Xopowo obbacHuA: https://youtu.be/f7tWWyCegNM
Echn KOpoTKoO:

* 1 GBP=1,30 USD
* 0.02 USD => float(0.0153; 2) == 0.02 GBP
* Boiroga = 0.0047 USD



https://youtu.be/f7tWWyCeqNM

OKpyrneHus

Xopowo ob6bAc

Echn KOpoTKoO:
*1GBP=1,30
* 0.02 USD =>1
* Bbiroaga = 0.0(


https://youtu.be/f7tWWyCeqNM

OKpyrneHus

Xopouwo obbvsacHun: https://youtu.be/f7tWWyCegNM

Ecnam KOpoOTKO:
* 1GBP=1,30USD

* 0.02 USD => float(0.0153; 2) == 0.02 GBP

* Boiroaa = 0.0047 USD

* x500 (S2)
* x10,000 (S47)

* Obxoa oaHOPaA30BbIX NAPONEN

* Obxop antifraud
* ABTOMaTM3aumA

CoBKOM6aHK BbIIBUJ1 HOBYI0 CXeMY 3aK0JibLLOBaHHbIX
TPaH3UTHbIX onepauuii



https://youtu.be/f7tWWyCeqNM

Upnen

 ObmeH BantoT yKe He paboTaeT Be3ae

* OHNalH 3KBaMpPUHT B BaatoTax — PayPal/Square (S) + KapTa B pybsax + Bo3BpaThl
» Card2card: otnpasutb S0.02 Ha GBP kapTy (Bceraa noayymum 0.02GBP)

e 0.01[n0bana] (PHP, RUB) -> 0.01[ntoban] (USD, GBP) — adppeKTUBHO

* Kawbek, boHycbl — paboTaeT noyTn Be3ae

This configures fraud and 15 addressed on another sphere of control, normally through Law Enforcement Agencies and
internally by finance departments—not bug bounty programs. Your effort is nonetheless appreciated and we wish that
you'll continue to research and submit any future security 1ssues you find.

Thank you for your submission! Unfortunately, this particular issue

you reported is explicitly out of scope as outlined in the [Policy
Pagel(https://hackerone.com/paypal):

> - Attacks involving payment fraud, theft, or malicious merchant
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Apple doesn't know

what you bougnt

That's true ;)




Apple Pay Merchant Certificate
payment.domain.com

Merchant
B

merchA.domain.com merchB.domain.com



PIN OK

Netanun: https://www.paymentvillage.org/wiki/pinok

Echn KOpoTKoO:

* CNNCcok metoaoB BepndUKaLMKM Ha KapTe

* [logmeHa nepsoro metoaa Ha “Offline PIN”

* BBoamum cnyvyamHbin PIN

» KapTta otBeyaeT 63C2 (eekoppeKkTHbin PIN, 2 attempts left)
* Replace the answer to 9000 (PIN OK)


https://www.paymentvillage.org/wiki/pinok

PIN OK

“Chip and Spin”,

Ross Anderson, Mike Bond, Steven J. Murdoch 2010 2011 2020 2021...
@ @ @ @ @
2005 “Chip and PIN is broken”, Bypassing of PSD2 Cumulative limits

Steven J. Murdoch, Saar Drimer, Ross Anderson, Mike Bond  https://www.cyberdlab.com/research-blog/card-fraud-in-a-psd2-world-a-few-examples


https://www.cyberdlab.com/research-blog/card-fraud-in-a-psd2-world-a-few-examples

O)XupaHue VS PeanbHOCTb
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